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21 Wireshark 2.0 Tips for HTTP 1/2 Analysis:
Goodies about New Wireshark and Packet
Analysis for HTTP

*This session contains TIPS and TRICKs
for HTTP 1/ 2 using Wireshark 2.0,

and also includes HTTP and HTTP2 analysis !
for packet analysis beginners.
Limited English skills,

so please ask me if you have some question.
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sample trace files in the session you can download
Download: http://www.ikeriri.ne.jp/wireshark/traces/

Ho.

Time Source Destination Protocol  Leneth  Info

1 @ eeeo6  16.0.4.12 16.9.6.16 DHS 77 Standard query @xf35a A www.ikeriri.ne.Jp

2 B.e0E589 16.6.0. 18 168.0.8.12 DHS 116 Standard query response Exf35a A www.ikeriri.n..

39.602833 AsustekC 55:74:56 Broadcast ARP 42 Who has 19.9.8.12 Tell 16.9.8.12 RFC RFC 7540 - Hypertext Trz http A, google, corr
4 9,893709  Metscreen_41:38:d9 AsustekC_55:f4:56  ARP 68 19.8.9.1 is st ©9:19:db:41:38:d9

5 @.683711 16.6.6.12 211.5.184.181 TCP 66 48281 » 88 [SYN] Seq=8 Win=8192 Len=8 M55=1466. é c k - . I h_t I
6 @.684484 211.5.164. 181 18.8.48.12 TCP 66 86 » 48281 [SYM, ACK] Seq=8 Ack=1 Win=5848 Len. SR LS e””'ner}fSEmp £.ntm
70884513 18.6.8.12 211.5.184. 181 TCP 54 49281 » 88 [ACK] Seg=1 Ack=1 Win=65708 Len=8

8 9.996392 19.0.9.12 211.5.184.181 HTTP 519 GET fsample.html HTTP/L.1

9 9,896517  211.5.184.181 la.9.@.12 TCP 66 89 » 49281 [ACK] Seq=1 Ack=466 Win=6912 Len=0

16 @.667365 211.5.164. 181 18.8.48.12 HTTP 596 HTTP/L.1 382 Found (text/html)

11 @.@a737a  211.5.1684.181 18.8.8.12 TCP 68 8@ » 49281 [FIM, ACK] Seq=543 Ack=466 Win=6912.. hom e p age

12 @.@87392  18.8.9.12 211.5.184. 181 TCP 54 49281 » 88 [ACK] Seg=466 Ack=544 Win=65156 Ler..

13 @, 909867 19.0.9.12 211.5.184.181 TCP 54 49281 » 8@ [FIN, ACK] Seq=466 Ack=544 Win=6515..

14 @, @a09868 211.5.164.181 1a.9.@.12 TCP 6@ 88 » 49281 [ACK] Seqg=544 Ack=467 Win=6912 Len=&

15 @.e1e574  16.6.6.12 211.5.184.181 TCP 66 48283 » 88 [SYN] Seq=8 Win=8192 Len=8 M55=1466.

16 @.@11246  211.5.184.181 16.9.8.12 TCP 66 88 » 48283 [SYM, ACK] Seq=8 Ack=1 Win=5848 Ler..

17 8.811279 18.8.9.12 211.5.184. 181 TCP 54 49283 » 88 [ACK] Seg=1 Ack=1 Win=65708 Len=8

18 @. 917258 19.0.9.12 211.5.184.181 HTTP 524 GET fsample.html HTTP/L.1

19 @.&81725%  211.5.164. 181 18.8.48.12 TCP 66 86 » 45283 [ACK] Seq=1 Ack=471 Win=6912 Len=&
26 @.817859  211.5.164.181 1a.8.48.12 HTTP 487 HTTP/L.1 286 OK  (text/html)
21 B.@17859  211.5.184.181 16.9.8.12 TCP 66 88 » 49283 [FIM, ACK] Seq=354 Ack=471 Win=6912..
228017171 19.6.9.12 211.5.1&84. 181 TCP 54 49283 + 88 [ACK] Seg=471 Ack=355 Win=65344 Len..
23 9.918831 19.9.9.12 211.5.184.181 TCP 54 49283 » 8@ [FIN, ACK] Seq=471 Ack=355 Win=6534..
24 9.215138  211.5.164.181 1a.8.8.12 TCP 66 86 » 45283 [ACK] S5eqg=355 Ack=472 Win=6912 Len=&

At first, open the homepage.pcap
The trace file is just open the simple website
http://www.ikeriri.ne.jp/sample.html
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TIPS #1 first, check arrows and colors of the frame
and the intelligent scroll bar

New Wireshark tell you traffic with arrow and color of the
scroll bar. It tells us the traffic

DNS ﬁ Mo

TCP

Time

1a.
2 8.
34,

4 8,
5 a.

6 @,
7 a.
g a.
9 a.
16 &,
11 &.
12 a.
13 &,
14 &,

BEEEEE
BEE5 B9
BE2E33

[SISE
BE3711

BEA84
GEd513
BEE392
BEs917
BE7369
BET37E
BE7392
BE9E6T
BE9E63

Source
188,812
18.8.8.16

AsustekC 55:f4:56
Netscreen 41:38:d8

18.8.8.12

211.5. 184,

la.9.6.12
la.9.6.12
211.5.1d
211.5.1d
211.5.1d
la.9.6.12
la.9.6.12

211.5. 184,

181

.181
.181
.181

181

Destination

1a.@. & 18
18.8.a.12
Broadcast

AsustekC 55:f4:56
211.5.1e4.181

16.8.4.12
211.5.1&a4. 181
211.5.1&a4. 181
16.8.4.12
16.8.4.12
16.8.4.12
211.5.1&a4. 181
211.5.1&a4. 181
16.8.4.12

Protocol
DHS
DHS
BRP

ARP
TCP

TCP
TCP
HTTP
TCP
HTTP
TCP
TCP
TCP
TCP

Leneth  Info -

77 Standard query Bxf35a A www.ikeriri.ne.jp
116 Standard query response Bxf35a A www.ikeriri.n.
42 who has 19.6.9.17 Tell 18.9.8.12

GE 18.8.8.1 is at @@:18:db:41:30:48
66 49281 » 8@ [5YN] Seq=@ Win=8192 Len=8 M35=1468.

66 B8 - 49281 [SYM, ACK] Seq=9 Ack=1 Win=584& Len..
54 49281 - 88 [ACK] Seg=1 Ack=1 Win=657&@ len=&
519 GET /sample.html HTTP/1.1

68 88 » 49281 [ACK] Seg=1 Ack=466 Win=6912 Len=8
596 HTTP/L1.1 382 Found (text/html)

60 8& - 49281 [FIN, ACK] Seq=543 Ack=466 Win=6912..

54 49281 » B8 [ACK] Seg=466 Bck=544 Win=65156 Len.. v
54 49281 - 88 [FIN, ACK] Seq=466 Ack=544 Win=6515..
60 88 » 49281 [ACK] Seqg=544 Bck=467 Win=6912 lLen=08

Color of the scro
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TIPS #2 Generated fields and links tell us the

important information

*There are two kinds of fields in Wireshark header,
the actual field like Web Server ( http.server) in HTTP header,
the generated field ( easily to find [ generated field name ] ) that
Wireshark created for understanding the packet.
Some generated fields have a link to jump the corresponding frame.

~ Hwpertext Transfer Protocol
HTTR/L.1 382 Foundirin
Date: Fri, &4 Mar 2811 @4:52:29 GMTyryn
Server: Apache/2.2.3 (Red Hat)\rin Actual header ( HTTP Server field )
Location: http://asashina.ikeriri.ne.jp/sample.btmlirin
Content-Length: 313%ryn
Connection: closeyryn
Content-Type: text/html; charset=is0-8859-1\ryn

}Q?p ” Generated field (Wireshark counts response number (http.response_number) )
[Time inee request: ©.009977000 seconds] Generated field (Wireshark calculate http response time (http.time) )
[bequess in frame: &) Generated field and Link ( Wireshark set link to the http request frame)

Line-based tewxt data: tewxt/html

O ¥ HTTP Server (htipserver), 32 J5 -
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We can use generated fields as actual fields in

I/O graph, display filter, etc.

M Wiireshark . A EA957 . homepage —

Wireshark AH737 57 homepage

440 -

BVGECY Figld)
= = = 5

=
=
T

ol

[m]

x

I I !
[N 0z 03

I I I
-03 -02 -0

S

nqﬁaﬁutm
SRS T LIS TR EF A TN
E HHLY & 250, vE VIHLE LTk
MHTIE o B e AVGY Field) httptime  None
EENS o M e AVGY Fisld) dnstime  None
+ —||m T3 @ B3 O Ak Anl=pl | 1R - szl O ofsmas =il IRty

Generated Fields can be used
as the index of the 1/0 Graph,
Display filter string and the other
of Wireshark.

For example, there are two
generated fields, http.time (
Wireshark calculates time
between HTTP request and
response ) and dns.time
(between DNS query and
response )

S0 you can easily compare the
web speed (blue bar ) versus
dns speed ( red bar)
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TIPS #3 HTTP statistics tell us the scale and the
TURN(LOOP) of the whole Web traffic.

M Viireshark . Packet Caunter - homepage — O >
Pag

.HTTP t t. t. t 1 I p t t Tapic / Item Count Average Minwval Maxval Rate(ms) Percent Burstrate Burststart
S a IS ICS Con aInS Im Or an v Total HTTP Packets 4 023750 107 00400 0000
= - Other HTTP Packets a 00000 2.0 - -
iInformation of HTTP trends Y B Reonse Pt 2 e om0 oo

777 broken X , - -

Sw: Server Error a 00000 20 -

it Client Error a 00000 20 -

Packet counter shows HTTP packets L o om0
by the request method and by the e W o
response code, and shows subtotal of Y.\ S

. . FTIE For B PPFKT || em |
the each method and code in details. so o= | [~euoee] [ B

we can grab the scale and the TURNS
of the certain web traffic, Request/Response Counts
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HTTP/1.1 TURN=Request Response Loop

HTTP Request
GET /sample.ntml HTTP/1.1

HTTP Response

HTTP/1.1 200 OK
Connection: keep-alive
« HTTP/1.1 has a Connection header,

Server response with Connection: keep-alive

SO you can re-use the same connection.

SharkFest ‘16 - Computer History Museum - June 13-16, 2016




Bulk transfer vs interactive access of webpage

Client Server Client Server
Bulk transfer runs Requestl Requestl
faSter than Responsel Responsel
. : : (TCP1/3)
Interactive design Responsel Request2
. (TCP2/3)
website. Responsel Response2
. (TCP3/3) . .
Just think of Ses
Response3
RTT x TURNSs P
Get one image map file Get some Small icon file
using HTTP 1.1 ( 1 request  (icon1jpg, icon2jpg ) using
HTTP 1.1
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Test trace file: PrimeMinisterJapan.pcapng

RIC RFC 7540 - Hypertext Tran X | G

€« c

httpi/fwww.google.comy

1 www kantei.gojp

ERiENER IO

Prime Minister of Japan and His Cabinet

3 EH A

ok A

SharkFest ‘16 - Computer

A==y e O X

o Next please open the another trace file

PrimeMinisterJapan.pcapng

SRR » Enzlish » B3 »OER. R ) :
ey 20z BE Q m the trace file contains HTTP1.1

[P RIZHAD T % B KBRITA

packets the user open the website
http://www.kantei.go.jp

S

TCP

. 192.16... . TCP

54 63902 > 80 [ACK]

66 [TCP Retransmission] 63915 + 8@ [SYN] Seq=@ Win

Seq=663 Ack=235 Win=1024 Len=0

... TCP 66 80 + 63910 [SYN, ACK] Seq=@ Ack=1 Win=5840 Len=0 MS5=1360 SACK_PERM=1 W5=128
. TCP 66 63910 > 80 [ACK] Seq=1 Ack=1 Win=1024 Len=0 SLE=@ SRE=1
... HTTP 541 GET / HTTP/1.1
. TCP 06 63914 > 80 [SYN] Seq=0 Win=65535 Len=@ MSS=1460 WS=256 SACK PERM=1
. TCP 66 63915 » 80 [SYN] Seq=0 Win=65535 Len=@ MS55=1460 WS=256 SACK PERM=1
. TCP 66 63916 + 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SACK_PERM=1
. TCP 66 63917 > 80 [SYN] Seq=0 Win=65535 Len=@ MS5=1460 WS=256 SACK PERM=1 =

35 Len=0 MSS=146@0 WS=256 SACK_PER..

DAL NSRS
M PrimeMinisterdapan.peapng - x

5B JFWE  REED ERV BBG IO SR HS) B ERW LD ALFH)
FHi28%6A1H AmZ2@® REQe=2=F 85 ® Qe
FEHRIR T, BRESORNFE701 o) BaELET BE
SR#HTVEL . No.  Tim Souce Destination Protocal  Length  Info A

. 19.. 192.16... 2082. . HTTP 716 GET /__icsFiles/afieldfile/2013/01/22/20130122headline_main_new.jpg HTTP/L.1 —

> SRS HTTP 288 HTTP/1.1 304 Not Modified

Frame 1: 716 bytes on wire (5728 bits), 716 bytes captured (5728 bits) on interface @
Ethernet II, Src: Panasoni_df:ba:3b (@@:1b:d3:df:ba:3b), Dst: NecPlatf_ 36:a2:78 (1c:bl:7f:36:a2:78)
Internet Protocol Version 4, Src: 192.168.0.25, Dst: 202.232.146.151

Transmission Control Protocol, Src Port: 63902 (63982), Dst Port: 80 (88), Seq: 1, Ack: 1, Len: 662

= - Hypertext Transfer Protocol

6e 5f Ge 65 77 2e 6a 70
2e 31 @d 0a 41 63 63 65

67
70

20 48 54 54 50 2f 31
74 3a 20 69 6d 61 67

1c bl 7f 36 a2 72 90 1b d3 df ba 3b 02 00 45 @0 PR TS SN S - ol
©2 be 77 ff 40 00 20 06 00 00 c@ a2 @0 19 ca e @ e
92 97 f9 9e 00 50 35 ¢3 5d 71 4a of 28 f4 50 18  ..... P5. ]q3.(.P.
03 fb 20 f2 00 00 47 45 54 20 2f 5f 5f €9 63 73 ...GE T /__ics
46 69 6c 65 73 2f 61 66 69 65 6c 64 66 69 6C 65 Files/af ieldfile
2f 32 30 31 33 2f 3@ 31 2f 32 38 2f 32 30 31 33 /2013/01 /28/2013
3@ 31 32 38 68 65 61 64 6c 69 6e 65 5f 6d 61 69  @128head line_mai

n_new.jp g HTTP/1
.1..Acce pt: imag

v

O 7 PrimeMinisterJapan

JRiro b 1866« FoT: 1556 (100.0%) . FHASRE: 0047

F07):Default



Compare Counts and grab the efficiency and

speed and sca

PrimeMinisterdapan.pca

png
http://www.kantei.go.jp/

More Requests
More Response

More TURNs * RTT
Complicated homepage

e of webpage

M Wireshark . Packet Counter - ikeriri

m}

X

Topic / ltem Count Average Minval Maxval Rate {ms) Percent Burstrate Burststart
~ Total HTTP Packets 45 0.0080 WFEe 27 OMN6
Other HTTP Packets E) 0.0006 6.67% 00300 2116
¥ HTIP Response Packets 2 0.0046 51.11% D080 2174
777 broken a 0.0000 2038 - -
Suw: Server Error a 0.0000 207 - -
v duw: Client Error 1 0.0002 435% 00100 4.637
404 Mot Found 1 0.0002 1000 00100 4637
¥ Zuw: Redirection E 0.0006 1204% 00300 2485
301 Moved Permanently 2 00006 100008 00300 2485
v Zww Success 18 00038 82.61% 00800 2174
00K 19 00038 1000 00800 217
Tuw: Informational a 00000 207 - -
~ HTTP Request Packets 19 00038 4223% Q0700 0116
GET 19 00028 1000 007 D16
M Wireshark - Packet Counter - Primelinisterlapan — [m| s
Topic / Item Count Average Minwval Maxval Rateims) Percent Burstrate Burst start
~ Tatal HTTP Packets 288 0.0051 100 00800 1777
Other HTTP Packets a 40000 10rs - -
v HTIP Response Packets 144 0.0026 50005 0.0400 nrr
7% broken a 00000 200 - -
Swx: Server Error a 0.0000 0 - -
4wz Client Error a 0.0000 Jore - -
~ Zu: Redirection 2 40000 1.3%% 00100 1429
304 Not Modified 2 0.0000 100,07 000 1439
v B Success 142 00023 08.61% 00400 nrr
200K 142 00023 100.00% 0.0400 nrr
Tt Informational a 0.0000 2o - -
~ HTIP Request Packets 144 0.0026 50000 00600 44992
GET 144 0.0026 100.00% 00600 44992

144 Request GET

144 Response
2 Redirection
142 Response 200 OK




Sort the HTTP counts

Burst = the
maximum number of
packets sent per
Interval of time

Burst start = the
time when the
maximum number of
packets sent
occurred

oy Percent tells us the ratio of request/response,
py Rate(ms) tells us the slow point (3xx redirect),
oy Burst rate tells us the congestion point of traffic

SharkFest ‘16 -

M Wireshark . Packet Counter . FrirmeMinisterlapan — O
Topic f ltemn Count Awverage Minwval Maxwval Rate(ms) Percent Burstrate Burst start
* Total HTTP Packets 283 0.0051 ¥R 00830 N

Other HTTP Packets a 00030 201 - -
¥ HTIP Responze Packets 144 00026 S00ms 00400 N
1 broken a D030 001 - -
Swus Server Error a D030 o -
duwu: Client Error a D030 00Rs - -
i Redirection i D030 1278 201 1.434
3 Mot Maodified 2 L] TR 0010 1.435
¥ Fwd Success 142 00025 G3.61% 00400 1T
X 0K 142 00025 10N 004030 N
Twx: Inforrmational a D030 201 - -
¥ HTIP Request Packets 144 00026 5000 00630 44,902
GET 144 00026 100.00% 00600 44,00

s

Computer History Museum - June 13-16, 2016




TIPS #4 Export Objects function is useful in retrieving
Web contents from packet (not from cache).

M Wireshark . TRZH-F HTTP A1 — 5

*If you want to get the original
web content from the packet,
you use “export Objects > HTTP
from file menu.

*Wireshark made lists of web
contents with packet number,
host name, content type, size
and file name.

*You can save them all or each.

7

St mAkE

5

75

102
113
146
145
154
166
1832
180
195
24
21
242
246
253
204
297
Eli]
E3l|
320
369
373
375
E

www kantei.go,jp
www kanteigo.jp
www kantei.gojp
www kantei.go,jp
wwkantei.go.jp
www kantei.gojp
www kantei.gojp
www kantei.go,jp
wwwkantei.go.jp
www kantei.gojp
www kantei.gojp
www kantei.go,jp
wwwkantei.go.jp
www kantei.gojp
www kantei.gojp
www kantei.gojp
wwwkantei.go.jp
www kantei.gojp
www kantei.gojp
www kantei.go,jp
wwwkantei.go.jp
www kantei.gojp
www kantei.gojp
www kantei.go,jp
wwwkantei.go.jp

Trtai

tewt css

Y7
407 bytes

B

import_print.css

application/«-javascript 1229 bytes jqueryralloverjs

tewtfosz
tewticss 4507 bytes
application/«-javascript 869 bytes

407 bytes fontsize,js

impaort.css
pagetop.js

application/«-javascript 4028 bytes jquery.cookiejs

application/x-javascript 1242 bytes
application/«-javascript 1865 bytes

q_icriptsjs
ralloverjs

application/x-javascript 2322 bytes fantsizejs

application/x-javascript 2433 bytes
application/x-javascript 1901 bytes
application/«-javascript 1781 bytes
application/«-javascript 558 bytes
tewts bl 3B kE
application/x-javascript 1314 bytes
application/x-javascript V162 bytes
application/«-javascript 4409 bytes

image/gif 1612 bytes
image/ gif 1522 hytes
image/gif 1565 bytes

application/«-javascript 7274 ytes
application/u-javascript 12 kB

I_scripts.js

localnavijs

alpha,js

blank.j=

¥

sh_searchjs

sub_navijs
policy_organization.js
header_utility_englizh.gif
header_utility_chinese.gif
header_utility_fontsize.qif
slide,jz

wmilrssread.js

imagesjpeg 1417 bytes header_utility_fontsize_small jpg
image/jpegq 1380 bytes header_utility_fontsize_medium,jps
image/jpeg 1432 bytes header_utility_fontsize_largejpg
>
%17 FHTIFTF Rl AL

W
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Sort the objects by the size, you know which contents
need the transfer time.

= STEIEE]] E8 HAF

= F1 301 28headline.... F 250728 1409 IPEG A A==F 05 KE
~“export Objects > HTTP”  Zimqmimne - oo ro B
from file menu and save Lo\ oo oo
all to the temporal folder. 22\ W= 2oz o e
*Sort the objects in S Se—— o

1 | print.css Z016/06/13 14:44 NAT-F 2810 .. 15 KE

explorer by S|Ze, and =1 horme_left_ 016/06/12 14:44 JPEG A A-%F 14 KB
" - &= home_left_ F/OE/12 1444 JPEG A A-%F 14 KB

check which one is the e . L

biggest. = home.lc C pre e
Some HTTP uses
compression mechanism

SO sometimes actual
traffic i smal|&rerkFest ‘16 - Computer History Museum - June 13-16, 2016

“20130128headline..” JPEG file 95kb and
“Jquery—1.7.1.minjs” Java script 95kb take times.




TIPS #5 to understand HTTP request and
response loop, use the “follow TCP stream”

“Follow TCP Stream” function sorts TCP stream from both
client and server side, so we can look a serles of HTTP

t t I M Vireshark  TCPZFU-LEIZE itcp.stream eq 0 - homepag - o x
COIIIIIIUIIICa IOIl a a g al lCe GET Jsar plthTTF/ll
Accept: appllc 1o /5%- ppl 1on, image/jpeg, application/xaml+xml,
image/gif, image/pjpeg, applic H/X-mS-xbap, 7

- Accept-Language Ja-P
(] W r I ' l I I m User-Agent: fMozilla/4.8 (compatible; MSIE 8.9; Windows NT 6.1; Wingd; x6d;
. Trident/a.03 NET CLR 2.6.567273 SLCC2; JNET CLR 3.5.30729; .MET CLR
3.6.30723; Medla Center PC 6.0; Tablet PC 2.8)

UACPU: AMDG
Accept-Encodl g g p deflat

select TCP packet (any frame EEREE

HTTP/1. 1 362 Found
Date: Fri, &d Mar 2011 @4:52:23 GMT

you want to look into the socket ) T R

Con
Cor t t Typ t Xt/ht 1; charset=1s0-8859-1

an d rl g ht CI I k th e n Se | e Ct CLDOCTYPE HTHL PUBLIC "/ /IETF//OTD HTHL 2.0//81">

<title»362 Found</title>
¢/head><body>

“ ,, <hl>Found< /hl
O OW real I I p >The document has moved <a href="http://asashina.lkeriri.ne.jp/
pl .htm. 1 >her / /p
(h
dd sApache/2.2.3 (Red Hat) Server at asashina.ikeriri.ne.jp Port 88¢/
addr
</body)</html)

1 cllaust pkt(s), 1 $—IEIOrpE 1 B
Entirs cenversation {1007 bytes) - ELTF—fEET | ASCIFER AARUEN

B | | [rErzw
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HTTP/1.1 message format

[

] HTTP Request HTTP Response

=
HTTP/1.1 200-0K
Content-Length: 44
Content-Type: text/html

GET / HTTP/1.1
User-Agent: Safari
Host: www.ilkeriri.ne.jp
Accept: */*

<html><body>
<hl>Sample</hl>
</body></html>

-~

CR/LF separates between HTTP
header and body ( two CR/LF appears.)

SharkFest ‘16 - Computer History Museum - June 13-16, 2016 17



If you falled to select the target stream, no problem,
press up and down to select the stream forward

and backward in the follow
TCP/UDP/SSL screen.

iInput stream number or press up or
down arrow to serlect the stream

Wireshark set the number of
stream as generated field,

we can handle the stream as
tcp.stream, udp.stream, ssl.stream

M Wireshark - TCPZFU-AF32R (kop.stream eg ) - homepage - o X

GET /sample.html HTTP/1.1

Accept: application/x-ms-application, image/jpeg, application/xaml+:ml,
image/gif, image/pjpeg, application/x-ms-xbap, */*

Accept-Language: Jja-IP

User-Agent: Mozilla/4.@ (compatible; MSIE 8.8; Windows NT 6.1; WinGd; xB4;
Trident/4.®; .NET CLR 2.8.58727; SLCC2; .MET CLR 3.5.3672%; .MET CLR
3.6.36729; Medla Center PC 6.8; Tablet PC 2.8)

UA-CPU: AMDB4

Accept-Encoding: gzip, deflate

Host: www.ikeriri.ne.jp

Connection: Keep-Alive

HTTP/1.1 382 Found

Date: Fri, @4 Mar 2011 @4:52:29 GMT

Serwver: fpache/2.2.3 (Red Hat)

Location: http://asashina.ilkeriri.ne.jp/sample.html
Content-Length: 313

Connection: close

Content-Type: text/html; charset=isc-8859-1

<LDOCTYPE HTML PUBLIC "-//IETF//CTD HTML 2.&//EN">

<html><head>

<title»382 Found</title>»

<fgad>cbody>

<hl>Folmde/hl>

<p>The docufest has mowed <a href="http://asashina.ikeriri.ne.jp/
aample . html™ >herdwias>. </p>

<hr>

<address>Apditmed2. 2.3 (Red Mat) Server at asashina.lkeriri.ne.jp Port 8@c¢/
address >

</body>¢/html>

1 ellont kel 3 F—ITAT R 1 22
Entire conversation (1007 bytes) - ELTTF -fEFT | ASCIFETS | AL

HE | | Dretemi ]

SharkFest ‘16 - Computer History Museum - June 13-16, 2016




M Wireshark  TCPZFU-LER R (top.stream eq O - homepage - O X

How to grab Follow TCP Stream /& i, 7w

Accept: application/x-ms-application, image/jpeg, application/xaml+:ml,
image/gif, image/pjpeg, application/x-ms-xbap, */*

Accept-Language: ja-IP

User-Agent: Mozilla/4.8 (compatible; MSIE 8.6; Windows NT 6.1; Winbd; x6d

Trident/4.8; .NET CLR 2.8.50727; SLCC2; .NET CLR 2.5.38729; .NET CLR

Select HTTP headers D0 0, s e e 2.0)

Accept-Encoding: gzip, deflate

between beginning and

onnection: Keep-Alive

blank CI E/LF HTTP/1.1 382 Found
Date: Fri, @4 Mar 2011 @4:52:29 GMT

Server: fApachef2.2.3 (Red Hat)

Location: http:/fasashina.ikeriri.ne.jp/sample.html
Content-Length: 313

Connection: close

HTTP response usua”y haS e T textfhtmi; charset=is0-8859-1
the bOdy, SeIeCt ctitle»382 Found</title> |

</headscbody>

from flsrt blank to the endl sz)_;l:zuziéi:;::t has moved <a href="http://asashina.ikeriri.ne.jp/

sample.html” >here</as>. </p>

<hr»

<address»8pache/2.2.3 (Red Hat) Server at asashina.ikeriri.ne.jp Fort 8@«¢
address»

</body> ¢ /html>

1 offant aiefa) 1 F=STa0mefs p 22
Entire conversation {1007 bytes) - LT A% | ASCIFET, hd AR—=1,
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TIPS #6 memorize major request method

Method Mean

CONNECT Tunneling the other tcp connection over HTTP

DELETE Deleting Objects (used by WebDAV )

GET Give me the content with some order
( ?paral=vall&para2=val2&...)
Not secure than POST because the URI and message are
combined and recorded by Referrer header.
Usually order message 1s small and not important.

HEAD Give me only the HEADER of the content

OPTIONS Check the method web server accepts.

POST Sending information with body ( secure )
Message send as the body part of the request.
Post message 1s secure and able to send much data

PUT Uploading Objects (used by WebDAV )

TRACE Check proxy sever by displaying request message,
Used with “Max-Forwards” header
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You can test the method by telnet client with port 80

Bl CHEWINDOWS¥system32¥cmd. exe - telnet

Microsoft Telnet 25472 bA&kS5 2%
IRT—TX=FIE CTRL+]’ TF

Microsoft Telnet> set localecho
O—AJ Ta—: A2

Microsoft Telnet> open www. ikeriri.ne. jp 80

HTTP/1.1 500 URL Rewrite Module Error.
GContent-Type: text/html

Server: Microsoft-11S/7.0
X—Powered-By: ASP. NET

Date: Mon, 13 Jun 2016 06:25:14 GMT
Gonnection: close

Content-Length: 1193

htm|1/DTD/xhtml1-strict. dtd™>
éﬂtmé>xmlnsz"httpi//www.w3.org/1999/xhtm|">
ea

<title>s00 -REH—/\— TS5—TF, {/titled
<style type="text/css”>

<IDOGTYPE htm| PUBLIG "-//W3G//DTD XHTML 1.0 Stri

<meta http-equiv="Content-Type” content="text/htm

You can test the methods by
telnet with TCP port 80
Recommend “set localecho”
because your typing is directly
sent and not displayed. And you
cannot modify the typing.

Blank line needs two Enter key
pressing ( CR/LF, and blank
CR/LF)

Example: OPTIONS * HTTP/1.0
Sometimes web server is not
accepted because security reason.
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TIPS #7 memorize major response code

*Response code is important for the understanding the HTTP response
*Response codes are 3 digits and categorized by the hundred number
digit, so you may memorize 5 types of the response.

Code type Description
1xx Information Temporal information for the client web browser
2XX Success Your request is OK. [ send the response.
3xX Redirection The object was moved., | tell you new address with

the location header,

so please send the request again with new URI
4xx Client error Your error caused from web browser
IXX Server error My error caused from web server
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Famous response code (1xx)

code message description
100 Continue You can continue to send the rest of the request.
( Large data request )
101 Switchin g Webbrowser send request with “Upgrade:” header
Protocols Then Web server answers OK to switch protocol.

( Used by starting process of HTTP/2.0 connection )

SharkFest ‘16 - Computer History Museum - June 13-16, 2016



Famous response code (2xx)

code message =% BH
200 OK OK, I send the response.
201 Created I created the content. ( send back to PUT method and
used by WebDAYV)
202 Accepted Accepted, please continue the rest, ( usually accepted
PUT method )
203 Non Authoritative I received your request, but I have no authority of the
Information content. ( Proxy server says )
204 No Content I received your request, but there are no content.
205 Reset Content Please reset the content ( used with input form of web
page )
206 Partial Content I send the partial content for your partial get method
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Famous response code (3xx)

Code
300

301

302

304

305
307

Message
Multiple Content

Moved Permamently

Found

Not Modified

Use Proxy
Temporary Redirect

Description

The contents locates in many other places. Web server says
the list of the locations.

The content was moved and please go to the new URI with
Location header

The URI is ok but please go to the new address with
Location header.

The content is not modified so you don’t have to get the
content, you may use the cache of the web browser.
Please use the specified proxy server.

The content was located in another URI temporally, so
please go to the new URI with Location header.
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Famous response code (4xx)

Code
400

401
403
404
405
407

411
413

414

Message Description

Bad Request The request message from the web browser is not corrected or
wrong, sometimes it occurs when the web server is attacked.

Unauthorized You need the authentication with basic auth or digest auth.
web browser show up the authentication screen.

Forbidden Authentication was failed.

Not Found The web page is not found.

Method Not Allowed The method the client browser sent is not permitted.

Proxy Authentication You need proxy server authentication.

Requred
Length Required You need to send request with Content-Length header
Request Entity Too Large The size of request is exceeded. It occurs POST message is

too large.
Request URI Too Long The URI is too long to accept. It occurs the length of the GET
request is oversize
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Famous response code (5xx)

Code message Description

500 Internal Server Error Web server cannot respond to the client browser
because server side problem ( such as Java, CGI, PHP ).

501 Not Implemented The method client sent is not implemented.

502 Bad Gateway Proxy server receives the error from the origin server or
another relay proxy.

503 Service Unavailale Web server could not process the request message,

commonly it happens when web server is heavy load,
tons of access or high stress.
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Examplel
homepage.pcapng
Access the website
http://www.ikeriri.ne.jp/
sample.html

HTTP request
GET /sample.ntml HTTP/1.1

HTTP response
HTTP/1.1 200 OK

M wireshark  TCPZFU-LEEW (top.stream eq 0 - homepage - O X

GET fsample.html HTTP/L1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: ja,en-US;g=09.7,en;q=9.3

User-Bgent: Mozilla/5.8 (Windows MT 6.3; WoWed; Trident/7.8; rv:11.6) like
Gecko

Accept-Encoding: gzip, deflate

Host: asashina.ikeriri.ne.jp

DNT: 1

Connection: Keep-Aliwve

HTTF/L1.1 288 0K

Cache-Control: no-cache
Content-Type: text/html
Content-Encoding: gzip

Vary: Accept-Encoding

Serwver: Microsoft-IIS/7.6
X-Powered-By: FHP/5.3.19
X-Powered-By: ASP.NET

Date: Mon, 13 Jul 2@15 ©8:25:38 GMT
Content-Length: 183

e CLLEE/MLL DDt L AGE) LY Ve @ ... i...
L R 1% T A DO B o) B j.hot
Byl....?2 .- &L ]er ke Tokn fde % Fa L LN n...

1 olfast mietfa) § F=SEiTre s 1 A=y

Entire converzation (727 bytes) - rLTF—8%FT  ascIf=T, * AR—=4
x| | [immtazw |
CMA R - L AR ENfl Save az 23] AT

SharkFest ‘16 - Computer History Museum - June 13—-16, 2016




Example2
whitehouse.pcapng

Access the website
http://www.whitehouse.gov/

HTTP request

GET/HTTP/1.1

HTTP response

HTTP/1.1 302 Moved Temporally
to change HTTPS

SharkFest ‘16 - Computer H

M ireshark  TCPAFU-LEIZH [tcp.stream eq 1) - whitehouse

GET 7 HTTP/1.1
Accept: text/html, applicationfgxhtml+xml, */%
Accept-Language: ja,en-US;g=9.7,en;q=9.3

Gecko

Accept-Encoding: gzip, deflate
Host: www.whitehouse.gowv

DNT: L

Connection: Keep-Alive

HTTR/L1.1 362 Mowed Temporarily

Content-Length: @

Location: https:// ww.whitehouse.gov/

Date: Mon, 13 Jul 2815 @6:37:34 GMT
Connection: keep-aliwve

Server: White House

P3P: CP="NOM DSF COR ADM DEY IVA OTPL OUR LEG"

User-Agent: Mozilla/5.8 (Windows NT 6.3; wWowbd;

Trident/7.@; rv:ll.@) like

1 ollaist phe(s) 3 F=STAM S 1 B

Entire conversation (501 bytes) - ELTT —REFRT | ASCIREN | AMI=iy EI
e | | s |
.1




Example3
basicauth.pcapng

Access the website
http://www.ikeriri.ne.jp/basicauth/

HTTP request/response

(1)GET /basicauth HTTP/1.1
HTTP/1.1 401 Authorization Required
(2)GET /basicauth HTTP/1.1
HTTP/1.1 301 Moved Permanently
(3)GET /basicauth/ HTTP/1.1
HTTP/1.1 200 OK

M Wireshark . TCPAFU-LE2E (top.stream eq 0« basicauth - O X

GET /fbasilcauth HTTR/L.1 ~
Accept: image/gif, image/x-xbitmap, image/Jjpeg, image/pjpeg, application/
x-shockwawve-flash, application/wnd.ms-excel, application/wnd.ms-

pawerpolnt, application/msword, */*

Accept-Language: ja

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/s4.@ {(compatible; WMSIE &.8; Windows MT 5.1; S¥W1l; _MET

CLR 1.1.4322; .NET CLR 2.8.58727)

Host: asashina.lkeriri.ne.jp

Connection: Keep-Aliwve

HTTP/1.1 481 Authorization Required

Date: Thu, 23 Aug 20&7 &7:18:11 GMT

Server: fApache/1.3.28 Sun Cobalt (Unix) mod_ssl/2.8.4 OpenS5L/@.9.6b PHP/
4.1.2 mod_auth_pam_external /8.1 mod_perl/1.25

Wl - Authenticate: Basic realm="BasicAuthentlcation”

Keep-Alive: timeout=15

Connection: Keep-Aliwve

Transfer-Encoding: chunked

Content-Type: text/html

ebf

<IDOCTYPE HTML PUBLIC “-//W3C//0TD HTML 4.8 Transitional//EN">

¢<l-- saved from url=(8825http:/ S . ikeriri.ne.jp/ --
>¢HTML><HEAD><TITLE>. .......... Lb.g...[.M.T.[.r.Xe/TITLE><LINK
href="./favicon.ico" rel="shortcut icon"»<!-- .w.b._.[ -->

<META http-equiv=Content-Type content="text/html; charset=Shift_J1I5">
<META content="1keriri network serwvice™ name=Author.Corporate><LINK
href="http://www.ikeriri.ne.jp/" rel=Author.Corporate>

<META content="ikeriri network serwvice™ name=Publisher><LINK
href="mallto:takeshitagikeriri.co.jp" rel=Fublisher>

<META content="........ R sikeriri,Ikebukuro

lilith,...ovvunnn. l.b.g...[.M.T.[.r.X,.]|...b"

rame =k e dunnde d
4 offant whtls), 12 W—rEinref, 72—

Entire conversation (13 kB) - ELTT Rk | ASCIRETN »  ARI-L
|

| [saamzm |
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TIPS #8 tons of HTTP headers so Wireshark helps us

*There are tons of HTTP headers so you cannot memorize them.
*Wireshark helps us understanding HTTP header.

*Select one of HTTP header and look the status bar
*Explanation of the header and display filter will be displayed.

*Some HTTP header
IS used only in request
( request header)
*Some only in response
( response header )
*Some Is used for end-to-end
( browser to server)
«Some is used for hop-by-hop
( proxy to proxy and so on)

SharkFest ‘16 - Co

M basicauth.peap - m} x
FILE R\ED ®ETN BEGE RO SFA RS BHY #BW LD AT
Ami® RE s i 5EaaaH

| |tcpstream eqll ﬁ

-] &+

Mo, Tim Source Protocal Lereth  Info
0..19.9.9.. 219.138.35.. TCP 54 1674 » 38 [ACK] Seq=417 Ack=4859 Win=64486 Len=@
7..19.9.0.. 219.138,35.. HTTP 513 GET /basicauth HTTP/1.1

Destination

|
W

Date: Thu, 23 Aug 2007 97:18:19 GMT\r\n

Server: Apache/1.3.28 Sun Cobalt (Unix) mod_ss1/2.8.4 OpenSSL/©.9.6b PHP/4.1.2 mod_auth_pa
Location: http://asashina.ikeriri.ne.jp/basicauth/\ri\n

Keep-Alive: timeout=15\r\n

Connection: Keep-Alive\rin

Transfter-Encoding: chunkedirin

Content-Type: text/html; charset=1iso0-8859-1\r\n

Arin

TUTTN sncmnmens 3/471

ARG ER e 6f 63 61 74 69 6f 6e 3a 20 68 74 74
A 76 3a 2f 2f 61 73 61 73 68 69 6e 6l 2e 69 6b 65
AN 7> 69 72 69 2e 6e 65 2e 6a 7@ 2f 62 61 73 69 63

Frame (674 bytes) De—chunked entity body {244 bytes)

@ 7 HTTP Location (http location), 52 /3 - Mhru A 84 Foro 84 (100.0%) - SHASRET 0015 || P07 )lDefault

MPULTT TITTOoWVUT Yy 1Iviuoowurili VUIie 19 TV, VIV




Easy to memorize the header symmetric ways

User—Agent Server

Web browser information Web server information
http.user_agent http.server

Cookie Set—Cookie

Send the information Set the information
http.cookie http.set_cookie
Referrer ocation

The past URI The new URI
http.referer http.location
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TIPS #9 HTTP/2.0 has already come

*HTTP/1.0 is just designed for simple HTML text and a few
graphic in 1990’s, HTTP/1.1 added connection features.
Now HTTP Is so popular, sending rich data and the basis
of many services.

HTTP’s Request-response based connection is simple but
difficult to speed up, so we have to multiplex many TCP
sessions = HTTP

1 -

| i—ITfP_Request

rITTP Response | hAl




Test downloading 4-6 files at same time using HTTP

2 | £ - & | 2 allMippan Ainw., | 2 HLLET = #LInFT = LET
LB J/ED 2RV BRICAUE  Y-ILD AT

» Please click 4-6 files download link using your browser

such as IE, Chrome, or Safari.
( for example http://www.ikeriri.ne.jp/download/wireshark/developer-guide-a4.pdf)

* Web browser stop downloading when 4-6 sessions at the

same time.
 Please Check sessions
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HTTP/1.1 is difficult to speed up

Client

Requestl

Responsel

Request?2

Response?2

Request3

Response3

Server

*HTTP request have to send after
previous response has been received.
*Please input display filter in Wireshark
“http.next_request_in” ( Next request in
frame in HTTP request)

*HTTP request is always waiting in one
connection. ( head line blocking)

| http next_request_in|

Mo. Timn Source

1@.. 192.

21. 202

62..192.
5. 192.
5. 192.
5. 192.

16...
23
16...
16...
16...
16...

Destination

202

192.

202
202
202
202

232.14...
168.9....
232.14...
232.14...
232.14...
232.14...

Protocaol Length  Info

HTTP 716 GET / icsFiles/atieldfile/2613/01/28/208130128!
HTTP 288 HTTP/1.1 384 Not Modified

HTTP 541 GET / HTTP/1.1

HTTP 574 GET /jp/n2-common/css/import.css HTTP/1.1

HTTP 580 GET /Jp/n2-common/css/import print.css HTTP/1.:
HTTP 6607 GET /jp/n2-common/js/jquery-1.7.1.min.Jjs HTTP/:



HTTP/1.1 is text based, not efficient protocol

*HTTP Is text-based application protocol, easy to read,
but not efficient, ambiguous, and redundant

HTTP messages are clear texts so they uses more data
and CPU power for dissection.

Many connection is separated by each other TCP
connection, they work their own TCP rules without HTTP.

'GET / HTTP/1.1 \ [HTTP/1.1 200 OK

User-Agent: Safari Content-Length: 44
Host: www.ikeriri.ne.jp Content-Type: text/html

Accept: */*
<html><body>

<hl>Sample</hl>
</body></html>

OL




HTTP/1.1 -> AJAX -> SPDY -> HTTP/2.0

AJAX ( Asynchronous JavaScript + XML ) is one of good ways to
speed up HTTP. AJAX preload another contents using JavaScript,
and enrich user experiences.

Google creates SPDY that extends HTTP/1.1 ( SPDY uses same
method, response code, header and message of HTTP/1.1)

SPDY uses binary frame such as lower layer frame, and once some
header appears, next time SPDY uses index instead of the header
itself, SPDY uses table based code ( table-based header
compression )

SPDY uses stream mechanism for multiplexing, there are many
HTTP communications in one TCP connection

SPDY is evolved and known as HTTP/2.0 (RFC7540)
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HTTP/2.0 has already come

In Windows10 age, major Web browser and websites such
as google services including Google Map and Gmaill,
Facebook, Twitter, Yahoo and web services are ready.
*HTTP/2.0 uses with TLS and all traffic is encrypted.
*Please run the Chrome, Microsoft Edge, Safari and
capture major webpage, HTTP2 has already been here.

| http2

Mo, Timn Source Destination

Q..
. 192.16... 23.78.84.1..
. 192.16... 23.78.84.1..
. 192.16... 23.78.84.1..
23,7800 192.168.0...
23,7800 192.168.0...
23,7800 192.168.0...

&2 ®

23.78... 192.168.0...

Praotocol

HTTP2
HTTP2
HTTP2
HTTP2
HTTP2
HTTP2
HTTP2

Lereth  Info
135 SETTINGS, WINDOW UPDATE
153 Magic, SETTINGS, WINDOW UPDATE
478 HEADERS , WINDOW UPDATE
184 SETTINGS
184 SETTINGS
1286 HEADERS, DATA, DATA
184 DATA

viidaing Uou v \JUIIINULUIL 1T 1HIOoOWWVI Yy Ivivouvulll vulIiv 1v v, &«v1v



Please open the test website HTTP/2.0 vs HTTP/1.1
http://http2.loadimpact.com/entry/

/ @ HTTP/Tus HTTP 2 by Loa: X\ G Gongle x
/

-
& — C' [1 http2Jloadimpact.com/entry/ wSAa® =

@ LOAD IMPACT

HTTP/1 » HTTP/2

0.00 sec ‘ ‘ 0.00 sec

http:// Start test

R~ ENTER YOUR WEBSITE VRL AND
Sha' nI Uou 1V UUIII'JULUI 1 11OoLwVI y IVIUSEGTFP“%W 1V v, &«v1v



Please open the test website HTTPS vs HTTP
https://www.httpvshttps.com/

Compare load times of the unsecure HTTP and encrypted HTTPS versions of this page. Each test
loads 360 unique, non-cached images (0.62 MB total). For fastest results, run each test 2-3 times in a
private/incognito browsing session.

HTTP us HTTPS —Testthe X |\ G Gongle x Ay - X
& e R EYHTIP s HTTPS —Testthe X \ G Google X e

L I s/ vevs it shiips.com)
HTTP vs HTTPS Test HTIP @ HTIPS HTTP vs HTTPS Test TP @HTTPS

Encrypted Websites Protect Our Privacy and are Significantly Faster
Compare load tmes of the unsecure HTTP and encrypted HTTPS versions of this 4.337s
page. Eachtest loads 360 unigue, non-cached images (0,62 MB total), For fastest
results, run eachtest 2-3hmes in a private/incogrito browsing session.

« C [ www.httpushttps.com T OO =

1.232s

252% slower than HTTPS Done! Please try HTTP.

Q0990909009999 999%9999999 Q0000909020099 0000009999999

999 o
%999 Q0090990000000 99%9000099999999
%9%0 9000000000009 00000090000999
%990 Q0009909000009 9900099929999099
%9%0 Q0000099090909 900990999999999
%999 Q0009099929099 Q0909990000999
XX Q099999099909 909009999909
%999
%9%0
999
%%0
999

00000000

o
9
o
o
o
L
(4
o
(]

000000000

9009999999999 90999999999
Q0000090999009 9009000090000 009
Q0000000900009 000000909990999999
Q0009990909990 9%2990920999902999%999

[ X]
X
(K]
X
(K]
XX 999

LX) 99999

LX) Q0090000000099 090009%99000999
o9 99999

Y 9999

[X]

(] 9909009099999 999%999999%99%99
(] Q099009009 %9099%9%9909%9999%9%099
(] Q0000009099999 9%99999%99%99%09
(] 90990909929 %9999%99%9099999%9099
(] Q0000009099999 9%99999%99%99%09
(] 90990909929 %9999%99%9099999%9099
(] Q0000009099999 9%99999%99%99%09
(] 90990909929 %9999%99%9099999%9099
(] Q0000009099999 9%99999%99%99%09
(] Q0990900909099 9%909099929099
(] O000000909%9929999%99929%99%99%9
(] 9

T Em = e e ]
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HTTP/2.0 uses SSL/TLS so difficult to decode

Application HTTF
Session SFEY
Fresentation S50
Transport TCP

[ chromeyinet-internals/# x

- C' 3 chromey/net-internals/#http2

GIRIZZNR AN Capturing events (131)

+ HTTP/? Enabled: true

« EPDYY31 Enabled: false

o lse Alternative Service: false
= Al PN Protocaols: h2,http/1.1
« NPMN Protocols: undefined

HTTP{2 sessions

Maone

Jiidaing Uou

HTTP/2.0 works on SSL/TLS
connection in general.
Decoding HTTP/2.0 is difficult to
read, sometimes you need the
proxy in the middle.

Open the Chrome and type
chrome://net-internals/#http2
you can see the HTTP/2
sessions

Wireshark has the dissector of
HTTP2.0 (http2)
https://www.wireshark.org/docs/
dfref/h/http2
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https://www.wireshark.org/docs/dfref/h/http2
https://www.wireshark.org/docs/dfref/h/http2
https://www.wireshark.org/docs/dfref/h/http2

Sample trace file:

akamai-demo.pcapng with ssl.key

« HTTP2 packet is always encrypted to
SSL, so this time we use the sample
of akamai-demo.pcapng with ssl.key
file that describes the pre-master
secret key with SSL session ID.

» So please open the packet,

& sslkeyiat - TeraPad - a X
IMME REED BEO BT MM v-lD ALAE
0B <l B [Pekaye]
W T oS ORI Mo | PP B Fo i @
1|RSA Session-10:89962aab887172124c291315e39a30f 1a39db3d14abe9f14d59ed121§8328267
2 Master-Key:2f4af83e71114634fe623206e7 ¢ 1ddZcf83a96a55e057h8f 19bf77c3c885af0b97¢
3189806661dda3821eb490d60e70.
4 |CLIENT_RANDOM 88b33d874c3ae81b180aalB4df41f7035295d183d7dfda9494d02c9ef0711045
5163dcB877ab9d638346191b8329630492beb3f 75al2bef f3b96abbeb?7aecdf 75eB8fe14f272b6b4t
61789c294563733e65+
7|CLIENT_RANDOM 4da48739f69f7d5fh82fd254beable8ab7hf5758488a79ed7a3987a 1badb8441
8177bded71e40dbfd7fcB8996c85c63ab6a9c3f77 1aaal4864fbabbdc88eal8bfabal62395512ccda’y
9159470c3ef8b9d94 4
10ICLIENT RANDOM 8082988941719c16e71549d70abBe4b7dc3d380c0e3d876af671712c410867461
M akemai-demopeapng - o x !bfb4l
D RED BTN BHO FIO AEL  EEHD W BB IO AT
® RE R e==Tals , adfg
= == = Olale
(M [F=7o0vs -~ Cn-d wemLad ¥) g+
No. Tim Source Destination Protocol Length  Info o~ 8b78
1@.. 192.16.. 23.78.84.1.. TLSvl.. 112 Application Data d578¢
20..192.16.. 23.78.84.1.. TLSvL.. 97 Encrypted Alert
30..192.16.. 23.78.24.1.. TCP 66 33508 - 443 [FIN, ACK] Seq=78 Ack=1 Win=1444 Len=0 T.. 1d59
40..23.78... 192.168.0... TLSvl.. 97 Encrypted Alert fBeeiv
54 33508 - 443 [RST] Seq=47 Win=0 Len—0 2
60..23.78... 192.168.0... TCP 66 443 » 33508 [FIN, ACK] Seq=32 Ack=47 Win=520 Len=0 T.. =
54 33508 > 443 [RST] Seq-47 Win-@ Len-0
80..192.16.. 23.78.84.1.. TCP 74 33535 » 443 [SYN] Seq=0 Win=29200 Len=0 MSS=146@ SAC.. .

Frame 1: 112 bytes on wire (296 bits), 112 bytes captured (296 bits) on interface @

Ethernet II, Src: AsustekC_46:b6:19 (30:85:a9:46:b6:19), Dst: CameoCom 8c:86:12 (00:18:e7:8c:§
Internet Protocol Version 4, Src: 192.168.0.192, Dst: 23.78.84.108

Transmission Control Protocol, Src Port: 33508 (33508), Dst Port: 443 (443), Seq: 1, Ack: 1, |
Secure Sockets Layer

and select SSL layer and right clickaw.s e
to choose the protocol preferences. . 7| e Skt L
And set (pre)-Master-secret log file = wwen 75"
using Browse button to setsslkey | X i
« Client web browser: 192.168.0.192 =~ el
Web server: 23.78.84.108 Srem—
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HTTP2.0 binary frame

( fixed header field, size and position of each fields )

M skamai-demo.pcapng - O
FLE REED &FW BEBGE S0 SFL BED BHp #8300 D ALAH

@® RE ] ZF s EEaaarE
M[ET7VE - Onl-F BERLES -] &

[2 Reassembled TCP Segments (4116 bytes): #25(289%), #27(1220)]
Secure Sockets Layer
v HyperText Transfer Protocol 2

v Stream: HEADERS, Stream ID: 3, Length 419
Length: 419
v Flags: 0x@4 gzz;_HgigiRs (1)

«+s+ «..0 = End Stream: False Bere ceen ciar eet maee eiee aeen oe.. = Reserved: 9x00000000

«..+ «1.. = End Headers: True .000 000D V00O V00O POOO VOO0 VPOO VP11 = Stream Identifier: 3

... B... = Padded: False [Pad Length: @]

. I)PiOPity: False Header Block Fragment: 8876864178616368655109746578742168746d6c622d2265. .
[Header Length: 594]

PB.0 ..9. = Unused: OxB0 [Header Count: 177

- Header: :status: 200

Header: server: Apache
Header: content-type: text/html
Header: etag: "eb/85/dbcee/bb10/86ecb13e34958071:1427514424"
Header: strict-transport-security: max-age=31536000 ; includeSubDomains
Header: protocol negotiation: h2
Header: myproto: h2-14
Header: client_ip: 178.174.211.166
Header: client_real ip: 178.174.211.166
Header: phost service ip: 80.239.217.211
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HTTP2.0 binary frame (RFC7540)
( fixed header field, size and position of each fields )

o +

| Length (24) l
Fm———————— Fom e ——— Fom e ———— +

| Type (8) | Flags (8) |

-t Fomm Fm————_—_—————— +
IR | Stream Identifier (31)
t=f====m=mm—m—m——e =R e e e =R — = — = === === ===
| Frame Payload (O )

f——_—_———_——————— +

maximum payload 16383 octets
Length : Payload Size

Type : Type of Frame
F'lags : for example END STREAM END HEADERS
Stream Identifier : 0-Management Odd-Client Even-Server

(each connection ) incremental use the id
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Major HTTP/2.0 frame type (http2.type)

DATA HTTP/2.0 data 0x0
HEADERS HTTP/2.0 header Ox1
PRIORITY Stream priority Ox2
RST_STREAM Reset stream 0x3
SETTINGS Connection Setting information Ox4
PUSH_ PROMISE Server push Ox5
PING Ping 0x6
GOAWAY Finish connection Ox7
WINDOW _UPDATE Update window ( receive buffer ) 0x8
CONTINUATION Continue information 0x9
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HTTP/2.0 Statistics

.‘ Wireshark - HTTPZ . akamai-demo -

Tapic £ ltemn Count Awerage Minwal Maxwval Rate(ms) Percent Burstrate Burst stark
~ HTTPZ 1824 2.2257 10F: 1,250 0,322
¥ Type 1824 2.2257 10000 1.2%30 0,322
WINDOW_UPDATE 268 0432 1913 02400 6,065
SETTIMGE 4 2305 221% 00400 .00
HEADERS 732 40850 3E05% 04700 6,065
DATA 520 00962 42.62% 05500 0,322

Wireshark has statistic feature of HTTP2

Select Statistics -> HTTP2

Wireshark collect all HTTP2 frames and divided
by each Type of the frames, and list up with
count, Rate(ms), Burst rate, and Burst start time
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SETTING frame (RFC7540)

e it s +
| Identifier (16)

T s e bt +
| Value (32)

_|_ _______________________________________________________________

SETTING is used in setting up the HTTP 2 connection
by both client and server

Identifier is Stream no and is set as 0

SETTING frame needs ACK

To reply the setting frame, use ACK flag

And setting connection information such as
SETTINGS HEADER_TABLE_SIZE
SETTINGS_ENABLE_PUSH
SETTINGS_MAX_CONCURRENT_STREAMS
SETTINGS_INITIAL_ WINDOW _SIZE

SETTINGS COMPRESS DATA
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HEADER frame (RFC7540)

fo———————— +

| Pad Length? (8) |

-t f——_—_———_———_———_———_——— +
| E | Stream Dependency? (31)

-t F——_———_ +
|  Weight? (8) |

-t f—————.— +
| Header Block Fragment (%*)

f——_—_——————— +
| Padding (*)

f——_—_—————_—_——_—_——_— +

HEADER frame is used to tell HTTP2 Header information.

Stream Dependency and weight is used to assign stream index and priority.
Header Block Fragment contains HTTP2 header

HTTP2 Header is table based compressed (HPACK) and set as index no.
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DATA frame (RFC7540)

DATA frame contains actual HTTP2 data ( HTTP2 body )
Actual HTTP data stores in Data field ( http2.data.data )
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RST Stream frame (RFC7540)

RST STREAM frame 1s used when the user want to stop and
reset http2 stream i1mmediately.

RST STREAM frame type 1s 3

Error code contains the reason of resetting stream
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HTTP/2.0 manages communications using Stream mechanism
HTTP/2.0 uses 1 tcp connection and many Stream ( virtual
connection channel ) that has id and priority

1 tcp connection used by HTTP/2.0

HTTP/2.0 request

Stream >
HTTP/2.0 response server
HTTP/2.0 request
Stream >

HTTP/2.0 response

Sha' nNrouou mro TUIMTTPULUT TT1ToOwLUTry mvigouourri ACAC LR AS S S 4 IO, 201 6



Stream based connection management of HTTP/2.0
= TCP based connection management of HTTP/1.1

cend Ee | | recy P send: endpoint sends this frame recv:
)T T v endpoint receives this frame

e ' R ' H: HEADERS frame
ety et gsas  PPoPUSH_PROMISE frame
l VTS L AT f ES: END_STREAM flag
} send H : rff\—/—?f—} open }—ffr—](—i—?s } recv H ‘I R: RST_STREAM frame
\ | / \ \ ¥ \ I . .
| AR A | * Stream mechanism is very
} : c}]ﬁiid } } send R / : c?iiid : } Similar to TCP
} ,remere) eV R il L « HTTP2 Stream have state chart
} : send ES / } recv ES / : } diagrams like TCP
| | send R / v send R / | | . .
o, TR e Ay * Start from idle, connect in
| reevk Jotosed ) N recv R | open state, ES(End Stream)

and end in closed state
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‘ Wirezhark « JO- .« akamai-dero

n.00754%
0007454
0.007937
0011390
n.011450
0011264
n012163
0015881
0018476
0018695
n.019288
n.02193%
0022681
0059287
0132920
01329319
0.13294%
0132952
0132953
0132955
0308857

192.168.0.192

23.78.84.108

13535 ESSSS —~ 443 [,!\G""

443
33535 : Slient Hella 443
33535 m 443
33535 §EQELILE__§ﬂEl—4 443
33535 Mu 443
33535 :M.. 443
sgsgs SETTHES WIDE L 4y
33535 :“mu: 443
sgsgs HEADERS WIOE 4
sgsas ——ETMES [ gy
s3sas o ETTHER o gy
33535 qu—u‘w T GIEISLAG .
33535 p—“ssss ~ BTG g
33535 bLob segmentat .
7335 ?asas RS
33535 ﬂEﬁEEEEJE&IﬁL—4 443
33535 F—-«SSSS A3 TAG L g
33535' DATA 443
33535 p—ﬂasas 443D g
qqqqq ;.;EADERS\ WHD D FFE]

TOF: 443 — 33535 [EM, ACK] B=qm0 Acke-
ToP: 33535 — 443 [ATK] S=am1 Acks1 Wi

TLSw1.2: Client Hella

TCP: 443 — 33535 [ACK] S=ge1 Ack=237--
TLEv1.2: Berwer Hella, Thang= Gipher Bpzs, -
ToP: 33535 — 443 [ATK] 5=qe237 Achk=1--

TL&1.2: Thang= Ciphar Spac, Fnishad
HTTPZ: BEETTRGE WD LW UPDATE
HTTP2: Magic, SETTRMGE, WIND W UFDATE
HTTP2: HEADERE, WIHMD DWW UFDATE
HTTPZ: BETTRGE

HTTRPZ: BETTRGE

TOF: 443 — 33535 [ACK] S=qe253 Aokl
TCF: 33535 —~ 443 [ACK] 5=qm823 Ack=2-

ToF: [T3P s=gment af a reass=mbl=d POLU]

TOF: 33535 — 443 [ACK] S=qra23 Ack=3--

HTTP2: HEADERS, DATA, DATA

ToF: 33535 — 443 [ACK] B=qm825 Acksd-

HTTFZ: DATA

TOF: 33535 — 443 [ACK] S=qr823 Acksd

HTTPZ: HEADERS, WO W LUFDATE

Pagias 24 TOR J2535 — £f--- 5083884 Thoey=30 71 500102

Foro [TATOTwk

v JO-fERIl FATOT0- v FRELA (FAT
Uz -

BALD mF

-

Flows of HTTP2 connection

I.  Connect TLS connection between
client and server (with ALPN to
determine protocol and version of
HTTP2)

1. Server sends SETTINGS and
WINDOW_UPDATE frame

lii. Client sends Magic, SETTINGS,
WINDOW_UPDATE

Iv. Client sends HEADERS,
WINDOW_UPDATE

v. Client sends SETTINGS

vi. Server sends SETTINGS

vil. Server sends HEADER, DATA, DATA
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() ALPN Application Layer Protocol Negotiation

1.

2.

Ma.

The user use the URL as https://...
and start up TLS connection
When client sends “Client Hello” in
TLS connection, client sends
ALPN information with the list of
protocols client want to use
Server respond with “Server Hello’
with ALPN information server
determined to use HTTP2 draftl4

Length  Info
223 Server Hello, Change
117 Change Cipher Spec, F

Time Source Destination Protocol

15@. 23.78.. 192.168.@... TLSvl..
17 @.. 192.16.. 23.78.84.1... TLSvl..

Extension: ec_point formats
v Extension: Application Layer Protocol Negotiation
Type: Application Layer Protocol Hegotiation (0x0910)
Length: 8
ALPN Extension Length: 6
~ ALPN Protocol
ALPN string length: 5
ALPN Hext Protocol: h2-14

|SS|

Mo,

Time Source

13 a..
15 @..
17 @...
18 a...

192.16...
23.78. .
192 .16...
23.78..

Destination Protocol Length  Info

23.78.84.1... TLSvl.. 382 Client Hello
192.168.0.... TLSvl.. 223 Server Hello, Ct
23.78.84.1... TLSvl.. 117 Change Cipher St
192.168.0... HTTP2 135 SETTINGS, WINDO

v Extension: Application Layer Protocol Hegotiation
Type: Application Layer Protocol Negotiation {@x

Length:

41

ALPN Extension Length: 39
¥ ALPN Protocol

ALPN
ALPN
ALPN
ALPH
ALPN
ALPN
ALPN
ALPH
ALPN
ALPN
ALPN
ALPN

string length:
Hext Protocol:
string length:
Next Protocol:
string length:
Hext Protocol:
string length:
Hext Protocol:
string length:
Hext Protocol:
string length:
Next Protocol:
Fxtensions:

listory Museum - June 13-16, 2016
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h2-16

5

h2-15

5

h2-14

2

h2

8
spdy/3.1
8
http/1.1

status reauest


https://.../

Another way to start up HTTP2 connection
HTTP Upgrade (RFC7540)

1. The user the URL as “http://...” and start up HTTP/1.1 connection

2. HTTP request contains “Upgrade” and “HTTP2-Settings” header
GET/HTTP/1.1

Host: server.example.com

Connection: Upgrade, HTTP2-Settings
Upgrade: h2c

HTTP2-Settings: <base64url encoding of HTTP/2 SETTINGS payload>
3. Server respond with 101 status code

HTTP/1.1 101 Switching Protocols

Connection: Upgrade

Upgrade: h2c

[ HTTP/2 connection ...
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(i) Server sends SETTINGS and WINDOW_UPDATE frame

Mo Time Sou Destinatio Protocal Length  Info
18 @... 23 78 192. 168 ... HTTP2 135 SETTINGS, WINDOW UPDATE

19 0.. 192.16..: 23.78.84.1... HTTP2 153 Magic, SE'ITINGS,_NINDON_UPDATE After fInIShIng TLS ConneCtlon

~ Stream: SETTINGS, Stream ID: @, Length 18 with ALPN to determine protocol
Length: 18 .
Typg: SETTINGS (4) and version of HTTP2
T O e Server sends SETTINGS and
2000 800. = Unused: Ox0@
2 = Reserved: 0x00000000 WINDOW—UPDATE frame
éeii'%% aﬁae 2000 eeaeteeia 0000 aaigg = Stream Identifier: @ SETT|NG frame contains
e 1ngs - dx concurren sSTreams :
Settings - Initial Windows size : 65535 MaX Concurrent Stream
Settings - Max header list size : 16384 oD - .
v Stream: WINDOW UPDATE, Stream ID: @, Length 4 Initial Windows size
-I[—jggfhl;I:Dw_UpDATE (8) MaX header |iSt Slze
Flags: Ox00 H
lE)g ............................ = Reserved: 0x00000000 WINDOW—UPDATE frame Contalns
.000 000D 000D 0000 DOOD VOO 0DO® 0PP® = Stream Identifier: @ Window Size Increment
2 = Reserved: 0x00000000

.000 0000 DODD CDED 0OPE DOBD PBO PEBl = Window Size Increment: 1
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(|||) Client sends Magic, SETTINGS, WINDOW_UPDATE frame

Time  Sou Destinatiol PFrotocol Length  Info
18 @... 23 ?8 . 192, 168 @.... HITP2 135 SETTINGS, WINDOW UPDATE
19@.. 192.16.. 23.78.84.1... HTTP2 153 Magic, SETTINGS, WINDOW UPDATE

v HyperText Transter Protocol 2

~ Stream: Magic
Magic: PRI * HTTP/2.@4\r\n\rinSM\rinirin

v Stream: SETTINGS, Stream ID: @, Length 12
Length: 12
Type: SETTINGS (4)
Flags: @x0@
D it heie ees eeee meae e e = Reserved: Ox00000000
.000 DEOD VPV OPRD POLE VOOD QOPE BPVE = Stream Identifier: @
Settings - Initial Windows size : 131672
Settings - Max frame size : 16384

~ Stream: WINDOW UPDATE, Stream ID: @, Length 4

Length: 4

Type: WINDOW UPDATE ()

Flags: @x00

Bens st e e wams mmr amas e = Reserved: Ox00e00p000
.000 POOD 0000 0000 DOED CEOD Q0PD 0PRE = Stream Identifier: @
B e ot e i e meee e aeans = Reserved: 0x00000000

L0090 1111 1111 1111 @00 0000 00ed B0dl = Window Size Increment: 268369921

Client sends Magic, SETTINGS,
WINDOW_ UPDATE frame
Magic frame contains

‘PRI * HTTP/2.0 CR+LF
CR+LF

SM

CR+LF, CR+LF

SETTING frame contains

Initial Windows size

Max frame size
WINDOW_UPDATE frame contains
Window Size Increment
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(iv) Client sends HEADERS, WINDOW_UPDATE frame

H Text T fer Protocel 2 .
. ypS‘::cPPeeam: Hr;a;;EReSP, Sr:cr"ec;cmoID: 3, Length 36l Cllent Sends HEADERS,

v Stream: WINDOW UPDATE, Stream ID: 3, Length 4

Length: 4 WINDOW_UPDATE frame

Type: WINDOW UPDATE (8)

Flags: BxB8

B i e i e e e e e e = Reserwved: GExBBEEREEE -

.600 GAGE COGH GOOH GEGG HEAG GOOB GG11 = Stream Identifier: 3 HEADERS frame contains

Bt v iie hees maee amea e e e = Reserwved: GOxBEEEHAGG . .
.888 1111 1111 1110 9OGG GOOO GOGB EEGS - Window Size Increment: 268334384 HTTPZ2.0 header information

WINDOW_UPDATE frame contains
Window Size Increment
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D P S P L K v e e T L B Y PP Ry TP P PRp P R R

- B.- 152.1e8.8- 23.75.84.103 HTTP2 478 HEADERS, WINDOW UFPDATE

I IEADEI ES fral I le Transmission Control Protocel, Src Port: 33535 (33535), Dst Fort: 443 (443), Seq: 375, Ack: 227, Len:

secure Sockets Layer
¢ HyperText Transfer Protocol 2

¥ Stream: HEADERS, Stream ID: 3, Length 361
* method e ser ’
Type: HEADERS (1)
HTTP methOd Flags: @x25
... = Reserved: @x00220200

° path .00 DDOR DORD P22 PODD Q2P BEER P11 = Stream Identifier: 3
[Pad Length: @]

b. Buve sins waan waee aaes wees o swes aaas = Exclusive: False
Path Of the O JeCt . 220 2000 2002 DE02 0P QRO 2202 2202 = Streasm Dependency: @
1 Weight: 31
¢ authorlty [Weight real: 32]
Header Block Fragment: 8205846242d27f418b9d2%ac4bsfa8ell99721e9877absde. ..

Host of the server [Header Length: £52]

[Header Count: 15]

° SCheme Header: :method: GET

Header: :path: /demo

HTTP / HTTPS Header: :authority: http2.akamai.com

Header: :scheme: https

° user_a ent. Header: user-agent: Mozilla/S.@ (M11; Linux x86 &4; rv:39.@) Gecke/201221@1 Firefox/39.@
g . Header: accept: text/html,application/xhtml+:ml,application/zml;q=2.9,%/*;q=0.58
. . Header: accept-language: en-US,en;gq=@2.5
browser Informatlon Header: accept-enceding: gzip, deflate
Header: cookie: _ utma=55999215. 781567789, 1427450703, 1427466945, 1427469502, 4
Header: cookie: _ utmz=55999218.1427450725.1.1.utmcsr={direct) |utmcen={direct) | utmemd={none)
Header: coockie: ga=GALl.2.781587739. 1427450783
Header: cookie: AKSB=s5=1427722967728&r=httpsk3A/ /http2. akamai. com/demo/h2_demo_frame. html
Header: cookie: _gat=1
Header: pragma: no-cache
Header: cache-contrel: no-cache
Padding: <MISSING»

Stream: WINDOW UPDATE, Stream ID: 3, Length 4
SharkFeSt 1V JUVITIPULGH 1 o LuUI y IVIUO‘UUIIg;t VUIIG IV 1V, &V IV
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HPACK ( table based Header compression )

v Header: :method: GET

5]
84
21
5]

Name Length: 7
Mame: :method
Yalue Length: 3
Yalue: GET

Representation: Indexed Header Field

Index: 2

@1 69 B1 25 88 @98 2@
62 42 42 7+ 41 Bb 94
ed 87 Ja bd do 7t 66
e dd ce Ga ad f2 a7

3 60 @8 G0 oo 11 E5
20 ac db 8f a8 e9 19 97
a2 81 b& da ed 53 fa fc
87 Sc 89 c6 be d4 b3 bd

HTTP/2.0 doesn’ t use the String, but just send the value.
HPACK uses Huffman encoding,
HPACK uses static table index that defined common headers.

HPACK uses header table index that used for history of sent header/value.
HPACK uses reference set that used for sending the difference from last header.
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(v) Client sends SETTINGS frame

Yo, Time Source Destination Protocol Length  Info Cllent SendS SETT'NGS
2eé,,. 192,168, 23.78.84. 188 HTTP2 478 HEADERS, WINDOW UPDATE fl’ame
21 @, 192.168.. 23.73.84.188 HTTR2 16 SETTINGS
ARG, A3 FR BA. 197 168.6,197  HTTRE2 164 SETTTHGS

Frame 21: 184 bytes on wire (832 bits), 184 bytes captured (832 bits) on ir SETTINGS frame
Ethernet II, Src: AsustekC 46:b6:19 (36:85:a0:46:b6:19), Dst: CameoCom Bc:f )
Internet Protocol Wersion 4, Src: 192.168.8.192, Dst: 23.78.84.108 contains ACK to the
Transmission Control Protocol, Src Port: 33535 (335350, Dst Port: 443 (443 server's SETTINGS
Secure Sockets Layer
v HyperText Transfer Protocol 2 frame
¥ Stream: SETTINGS, Stream ID: 8, Length ©
Length: ©
Type: SETTINGS (4
v Flags: &xBl
.
BEGE Boa,

ACK: True
Unused: @x&é

Reserwved: BxBREEEREEE
Stresm Identifier: @

e
LEBE BP0 G0EE BE00 D08 G008 BEEDE DooE
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(vi) Server sends SETTINGS frame

Ma. Time Source Desztination Protacal Lereth  Info Server Sends SETTINGS
22 @... 23.78.84.. 192.168.8.192 HTTP2 164 SETTINGS
27 B... 23.78.84. 192.168.8.192 HTTP2 1286 HEADERS, DATA, DATA frame
28 @ 73.78.84. 197 168.8.197 HTTP? 164 DATA

Frame 22: 184 bytes on wire (832 bits), 184 bytes captured (832 bits) on
Ethernet II, Src: CameoCom 8c:86:12 (66:18:e7:8c:86:12), Dst: AsustekC 4 SETTlNGS frame
Internet Protocol Version 4, Src: 23.78.84.188, Dst: 192.168.9.192 contains ACK to the
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 33535 (336 Client’S SETTINGS frame
Secure Sockets Layer
¥ HyperText Transfer Protocol 2
v Stream: SETTINGS, Stream ID: 8, Length @
Length: &
Type: SETTINGS (4)
¥ Flags: Bx@l
cove ool = ACK: True
HE0E BEE, Unused: &x80

Reserwved: OxBRERERERE
Stream Identifier: @

B i e e e e e
1 T 1 1 1
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(vil) Server sends HEADER, DATA, DATA
" 2 ;Ime 3??8.8&.. S;S;.n Tﬁiosn.@.lgz :?::gl Lengrm Isnlf;rTINGS Server sends HEADER, DATA, DATA

27 ... 23.78.84.. 192.168.9.192 HTTP2 1286 HEADERS, DATA, DATA

29 @ 23 .78.84.. 192 .1608.6.192 HTTE? 164 NATA Frame
Frame 27: 1286 bytes on wire (18288 bits), 1286 bytes captured (16288 bits)
Ethernet II, Src: CameoCom _8c:86:12 (98:18:e7:8<:86:12), Dst: AsustekC_4d6:b

Internet Protocol Wersion &, Src: 23.78.84.1688, Dst: 192.168.8.1%2 ]

Transmission Control Protocol, Src Port: 443 (443), Dst Port: 33535 (33535) HEADERS frame Contalns

[2 Reassembled TCF Sepments (4116 bytes): #25(2896), ®#27(1228)] 1 1

e Lo HTTP2.0 header information
v HyperText Transfer Protocol 2 DATA frame Contalns

Stream: HEADERS, Stream ID: 3, Length 419
Stream: DATA, Stream ID: 3, Length 1567 HTTP20 DATA (bOdy)
v Stream: DATA, Stream ID: 3, Length 2874
Length: 2874
Type: DATA (8)
v Flags: &x@8
...8 = End Stream: False
[ T Padded: False
BEEa | Ga. Unused: Bx&E@
B it hiie e mees e eees .. = Reserved: @xQEEEEEEE
LBEE DeE0 DRoo DooD Cooo Doee Boog 0811l = Stream Identifier: 3
[Fad Length: @]
Data: 3435636264376132227d3b0a2@2620262026262026262028. | |
Padding: <MISSING>

13:42:47

Blad 3a
oibe EREE ;

Elce
@lda
Eled
alfe

ttp-equi
nt-Type™
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% Stream: HEADERS, Stream ID: 3, Length 413

HTTP/2.0 response Length:

419

Type: HEADERS (1)

HEADERS laes: o

[ .

Q0@ A0EQ 2023 2920 Qddd Qe 22@d 2all

Reserved: 2x@2aaaoof
Stream Identifier: 3

[Pad Length: @]

® 'Status Header Block Fragment: 8876064170616368655f0974A578 742 fE87A6dACcE22d2265. .
" [Header Length: 594]
[Header Count: 17]
Status COde Header: :status: 22@
Header: serwver: Apache

e server endor
web server feaier:

* content-type

Header:

document type =

Header:
Header :
Header :
Header :
Header:

content-type: text/html

etag: "eb7857dbcec7bbl@7EEebl o34 958071 11427514424
strict-transport-security: max-age=31536008 ; includeSubDomains
proteocol negotiastion: h2

myproto: h2-14

client ip: 178.174.211.165

client_resl ip: 178.174.211.166

ghost_service ip: 8@.239.217.211

ghost_ip: 23.78.84.108

rtt: 4

#-akamai-transformed: 9 2525 @ pmb=mRLM,1

expires: Mon, 3@ Mar 2015 13:42:47 GMT
cache-contrel: max-age=08, no-cache, no-store
pragma: no-cache

date: Mon, 3@ Mar 2015 13:42:47 GMT

Fadding: <MISSING>
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HyperText Transfer Protocol 2

HTTP/ZO response > Stream: HEADERS, Stream ID: 3, Length 419

¥ Stream: DATA, Stream ID: 3, Length 1567
DATA Length: 1567
Type: DATA (@)
* Flags: @x:0@
[ F. Pear s waar s waas mmas
222 2222 2222 2220 2222 2222 2222 281l

Actual body part of 000 o000 0000
HTTP/ZO Stores Data: Ic6874Ad6CIeRasch8E561A2PACALEeA73d226568223eRa. . .

Fadding: «MISSING:

|n Data fleld v Strf::;tE?Tgé?itream ID: 3, Length 2074
of DATA frame \ Floge: 0

(http2.data.data) “aon con wowe oave owow bows vave ois

[Pad Length: @]

Reserved: @x@222Q0aa
Stream Identifier: 3

Reserved: 2x@02a2028
Stream Identifier: 3

la@ 31 33 3a 34 32 20 o5 1f ocEEYIY
1be [ @ OB B3 3c 68 74 6d 6 3e Pa 3c 68 65 o1, ... <ht
lc@ ; d lang=" en™:».

1d@
1e@

<meta h
w="Conte

ttp-equi
nt-Type™
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TIPS #10 USE Wireshark for future protocols.

HTTP/2.0 also has Server Push feature.

Client does not have to send request

HTTP/3.0 is now developing.

Google creates QUIC ( Quic UDP Internet Connections)
QUIC behaves as TCP/TLS over UDP layer

QUIC is used in Google services now, and Wireshark also
Oh all protocols are invisible and

we are going to the dark age of bender specific unknown
protocols by giant venders...

Don’t worry, Wireshark decodes everything.

Wireshark is the light for future protocols to the future.
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Thank you very much for your listening

Use Wireshark for ever !

Thank you !
EFLHYMNEITTNVET !

WIRESHARK
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